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N1"2AN DINNA N"NIXDN N1DAYNN
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miono AWOXRD NIIyrmn Nran1o0% A D XN (Artificial Intelligence) mmiox5n Nra
NMIDXYNN NN ND9NN .(NMIDX5N N1MY) N'PAIX N8I LIR MY NIN'wn y¥ao
X' ,(Disruptive Innovation) "Nwawn MiIN" 71722 XN MINNKD DI NZNNNN
NA12100M YInn M TNN TN .0'20 AMPYN 011 0N "INN DTN NS NMoy
N21W9 Y¥IH TINS5 Nnon S 1712 N'NIDXYN N NIINN DX 1 TaN (M 1NN 1wn)
LN QN0 191X ,N21V9 DM MIRAAT 0N DY JANDNA NI DX 201 NN

L"DINNI MIARNAN MIQIN NPON1 YT 18N Main1100n M%yon Y539

,OMPYN NRNN SY D'Nn N2 12D 5NN IMMIDK2NRN NN DiINN2 "NTPRN phnn
DM (NPYPHOXR) DNMPM DWNAR DY pIwo DNXY 1XN TINM1,MINNKN DN X
DTXN 12 22'wN N1 MMivAZN DTN NYOPY DTV 12X ,DINN 1N N
Swn5 221N NMIDXYNN NN DINN .2 2 N29NND NMIX DY TNN 22 WX ,N10nNY
SRIYN 100 NDIYNA 2010 MID8N Ny'od L, (DMMINI0IK) DUXANY 101 DD NIN'o2
D2 NN NMIDXON NP N>V .NP1dyNY DNYVIN NI'N2QT 1Y NNM 1N0N2
oM, MMphY Vipn "oy 2 ,0nnx 0'poy? O'poy A ,0'poyY 0O 2 D'0NM

NN DDIOD MWD NN PN N 001 A ,NTAY

PIN'wn 12%n ."5112 maNN" nnnbn 7%nn2 0 2NN AN NXKA1 NMMIDXYNN NN
DINN2 .09%NM D'20NN D MNRN 0T NI%1won poNa NYTD XN ,N2 'WYANN
NN 2N Y10 N9 AN 01000 DY) AN 2, NNIDX%NN NN Nnn nNaonn
.D1N NMIND ,212 T ,N91N ,21p 2190 MySNXA D21YN "ANN2 MY Nro1voIXY yv1nn
N2 DDA 71100V D™ - "deepfake” NMA211D02 IN'wN U2 NNN%NN 7%NN2 )2 1ND

QMDY NY¥ON21 NDINYNY DN DN IWANKN 1Y, TMDXON

,N2PNNN XY NLYNNS DXNNAL(2"21N) IXT MIXDN INVAY NLNN XY NN 2018 '8N
TDIN 20N ADD0-YTAN OINN NN¥YND NMIXD MMDIN 212" DN R DX
SN NN DX TNRYNY NNTN DN N0 L(Mmxon 0rmn") S0 S mikon 1nona
NMIDXYN N1 DN ,0"211000 NN NINNA D%YN NN S N%nn Aemna

.2020 12NLOD DD NOPNANN XYY AN DN NT .0M1NIN TN

.D"PN DY NA"RA QY9 X921 'NINN 1Y NY21NNY 1T DY Maw1n 1
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2023 - 2018 X2 N"N1DXYNN N21*an DINNA )T "aX

o o o o - @ 5 o

"W n'wo nIINm in'vo nIN7nn nIN7nn niwata KRR D]
nu7ni) NMINTI WK 0"7n NI otnn” - "MINTN
f17Wnni a7 nu7ni) "MINTI WX NU7Ni

(173 JDIMIDNTN 17wnni 7wnni
TIwn (212
JDwTNn
VTN
19171300101

NP2 NV (20"oN DIMD) WpNNY NMIKD NMMPN DIND &R 2T NN 2020 X192
MNNSNN NY¥XN DY NMN%&/NN M2IYNN2A 1NEN NI'N2Y M2 NIX T MR NYVINPN
TPNANNY M1'N 2ND2 NNNAIN NTYNN L(D"2N NTV1) DMDININ VIR NTNIDXNN NN 0NN
JMPYND AMTRPRNN VTN NNAYM VTN MaRn DA N NN 1K N 0202
NN 212 NHwnn NVYNN NNADN2A L2021 LOIIXKA L2020 N2NY¥TA DDNO ATVIN NI
> 550-D S "'NpN apna NIRIN NRWWON DM 0"ON DTV MKOYNN DX NSwnnn

2023 - 2021 w5 N"Y

5V N2 NMOINN ."NMMIDXYN N1A% NI MoIN" iXT NAYTNN MY Np'win 2022 'orm
TIYN DY MmN NM0INN) 2023 X1 NTIYN T DY NN "TWN- Ny T
.(Mmawnn

NNXD MR ,NIRIN NRWOH N2NTN 173 NLVSNN NYYNNN NRAKR 2023 IXN19]
2NPN NIYPND AWIXD TN NNN NVYNNN NNADAD .(NMwN Nwon) 2021 VDX
D2 D"O>N D19 012 T HY wnin' WX ,N"Y OM 500 DSy NSV X5 AMNNND RN

.2026 - 2023

nnm I8, NMIDXONAN N12AN DINNA N'AIXDN NIDWNN DX 1N2% TV ar NTipa M
SN NN DY NNASNZN DX N'VANY NNIXD MMALNVDX DXL NYYNN NNl
2N D02 1N NIDX2NN NN DINN2 NMMI%1Y9 DX 021v2 MmN NN NNiwa
JNIDvNn DN MMIN1IDL-NYWTA NNKYND S8R S NN%21 nNINN9NNY IN'K)
DN 2018 Nawa 19NN NMIDX?NN NN DINN2 NMM%/NN N'ION S DM nuYNnN

J1pan NopN )%nna

N21T2 NMPNN NMNMPNY DMNIXKDN 09120 9D P2 DMAXYNA DAXD1 DXNY DTV IR IMONON N21y9 NNaon 2
(MNn TIm MawTNN MN8N TN N, N"KXonN) DNIX wnwS N1
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nMpran MMMys

DINN2 NMRIXON MDY NX NN PN TN P12 2024 Yon - 2023 ' D' TiNa Q

NowNNn MY NX1 N DINN2A DX S MID-12n NaN'T DX, NMIDXYNN NN
TN NNV NNIpRN MDX%N NS NIk Mo mpH nHwnnn Twni
ANIND TN Q18PN 1IDND NV, IN0VMN TN NITNN M2 N Tnn
S0 TN VN2 WY1 NNYYN M2 .N%»Nnn XY TN ik 1N0a% nunal

LOMZYNNT NY2%0N Twnay "Nikon

NMPrAN 1 NYIYN asnn NN

[ Y

N1"aN DINN2 N"MIXD NN NYAIN DY IRXN YHONN "NSnn DMa TYVN
2NN I M NN MY P2 D207 NYwnnn NVYNNY DXNN - ATNDXYNAN
JPNIDXON NMD NNIKD NN0IN IXT NN NY21IN ,NMITNN Twn w2 2022 '5rm
VYIAPIY 19D Hy9o XD MITNN TN ,2023 AN N5NNN 919N INXY 1D XN DOIX
PPNy Momnn ,MNiDXonn Nan Dinn S 0% ph nbnnn nuYNNna
X2 X 1297 ,n'wnn D™ 10N HY 37-N NYNnN NNPpN NKD NNSY X5, Tiwnn
WIDN INA D XY MDIND WAPIY TN AR TP XD XOmMn pinm 105 NXA
NNIDXONN N1'AN DINNQ DW9WOD ORI MIDWO NX D¥AY TIwnNn ,N%wnnn

JIXDN NN DINNN TR DX 911N X971 DX

NMIDXONN N1AN DINN NX DTPY NHYwNnn &R NOYNN NYAPNNY TNKD DY Wy
N9210 NIXD NIDIN NYYNN2 MR XD 1TV NHwNnn MRS MDD NEman
MAIXON NIOINN D X821 ,0">N NMIOIN 1NN NINYW9S "N 0yn ,DINNN D1ITpo
ANKD NN X5 DR "NNN NIKT NN 2022 o1 T NIRTNN MY Npwny
T DY 221 NMMIDXYNN NN X112 MYYNNN 21900 02 1NN .N15wNnn 'o19N
N1 2N NMM%wNnnn NNoINN DM NHH1ID NMMNKA XY 550NN "MSwnn 0N
TIN M2M ;NI0IND1 NTAN N33 N DINN NN M2 S N ND1Y NRY
NNYNLNY1 NMNIDXYNN NN NMAD1100 DITPD DHVI9N DMI2NN D912 NSnnn
;T 121200 ND9NN2 N1 N0 SR S N2I¥N NIAWN ;MM%wnNnn N2
MownNnn 219°00 NX 21N N5wnnn NUYNNA NYTNN TIN5 NINMY NIDNoN
NMNXD XN 590NN MSwnn D2 A XD, Nphan Ty 7101 ,5V192 .xea
2V MIPO1 Mp2 D1 DKPN DK DY, NYIRD NMDIN NN 2127 SV 1Nk NHY51D

JMDINN S MinTpnnn DI

NN NN NOXIY DX - A"NIDXRYNAN N21"an DINNA YN, b 217 Ta Naoa
NMpn 1" 2024 - 2019 DA D NYY NP .pL-"NN NMA1212D0N NINNA NN
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TIN2 - MMNIDXYNN NN DINNQ NNYPENT NMYWo "M%yn aN'Ta S, Hy
Oxford 172 ,M12*TN 83 NN 9-n 01PN NN 62 NN 5-N D1pnNN T Tortoise
15-n D1pn% 10 Dipnnn AT NMITNN 77121 MR 193 1inn 30-5 20 Dipnn N
Y21IN 522 Nr N7 D'UMON D'R¥AN2 NN 2 NN20IN 1T N0l . 133 NN
NN DINN2 N2NY NTAIXD NMDIN S D1IM D220 KA NHwnnn ¥ nnmiye
Tya D Ny 2024 NS Tortoise DY NINN TN MNIN D MY MIDXONN
- DPON XN ,ON0NQ1 MIN'O1 WpNNA S1IIRD NN M0 Mipnne Sy
.(65 D1pn) N"X1y9N N0 (26 Dipn) NMMPNA (32 Dipn) NMN%PNN NMALIVDXI
SXN DY 0NN NMpn L2024 - 2019 DA DMAIXD-1AN DT DX S NN
NN2% N5NNn NX NQ™NNY NNAN NI9p/N ,NMYYNNn NIoNmM Moy DiNN2

N2 NN DX

Sy 5"onn 1rna Dpin Mk ornn" - nbrnna mx%n oran" msbnna 1T
NLTLI,2019 *XNJ NOYPNANN PRI NA¥IN DN MT NOTO .N%PNNN X1 NOYNN 'O
MITN 9N D2 MSPNNn 919N IXD NI NNIK 12NKTA 2"nn /R NAYIN 010
N9'PN NN 521 2020 12NVODI NS DM NOYNNN TN Y525 NHYI 90N
9PN D™NYNN D'UPMNDDI NTNIDXYNN N'2N DINNY A0NVOX MIXD NIYN NM2ANY
1Yo VT 'NNin MXN S DNYT NNN N0 Y ,Vap1 M .N"Y 77X 10 S 00D
SXM S NI0INYD "N NTMIDXYAN N2'2n DINN DITp D ,0M NI/ (/N1 MATINN2A
DPNN MYNN D X¥N1 NP L(TIV MK 1IN0 ,NP2%D ,yTNn) D"0Mp D'NINN2
52 NDINY 1N/ MS¥Nn DIND D12 1172 X9 121 N2 X921 05NN wain XD
SV MM DAN NIXT .21 1291920 X9112801N X9 DA )N X911, X102 noonn
M21Y9N NX XN NNNYN INKD N0 "MIxHN Drnn' Ny 1R N2 5"onn
DXNNQ 12 10D M0 DX IEARY JN0INAN DAN N1'NAY MMIKDNN g N1
SN Mgn DX 0PN 5"nn Sy N L,0"N TN NuSwNN NYYrn DY D105
DrNN" N2V NNYNY N0 N5wNN1 NHwNNN &R TMK5NN DX 2071 1wn

221 NXD WM NID PR MNIRDN

DMYI¥PN DN DY 190N NX N5PNN DM DD IX NYNNN ,N52Nnn ¥R nven
MR DMVINPN MY 14 S DNMkonn Sy 002NnN MT NN NN Ny DY
ANXOY MIN,0OM0N X112 NM'0N9IX NUYNN NYAP5 D02 wnw/H Nk VT 'Nnin
219 5"onn WX Sy M0 DNTAY X DDDNAN NN NNINM D'NNYN DTy Nnben
nayn X .Mp X2 127N DDIR MKSNN2 Nbwnnn Sy o Ty NN nnbwnd
D'yLN NSNS ,0"NIY &N NDITAN DY 2R WX "Ik Drnnt mT MIpon
NX P'ON% N5NNn ¥ NN122 NYa9 ,0rnn NTIAY 121N DWW DX /X D™D
V121N IWX NIFXIN NTINN VT NN NMIXN ¥ DNTIAY YN NNOnn NYyINn

.NOwnNnn xY NLoNN 'O

- Nbrnna (0"5N NTVI) DN VI NTNIDXPN N1 1TV Msbnna T
D5 NM%¥NN NI2OYNNA NN NN2% 0"5N DM " T Sy NN 0"N NI
myo5nno NN D R¥N1 0NN VTR NMIDXONN Nan DINN MNNONN NYXN
N/212 WX 1 NNDIN D2 ,X2112 N5wNnn NVYNNY D01 Ny vy " nikon ormn"
NNNDNN2 NY¥NN2 NN X2 ,N%wnn NUSNNY 0020 2020 NankTa Nnbeam
PN NONNN T DY 18PN NN "N NNADN NNYNIYA NIDNNY XOX NXDAN

L

L)
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NMIIX XD D2 2971 ,N"Y TIXDMD ,NTYNA YoNY 28pNnn NEMND Y spn
AL NO1NX N'SUP™ID MR NAKPIN X1 DINNS NY21D AX NMDIND

TIM NTMIDXYNAN NN NMA1211001 0PN D100 NNNY - (N81a0) NNToX
TVING 1101 ™D X¥N1, MO NMDT SV "M N 'RINK 191X N2 Iinwin NX 1ToN9D
DTPY DUSYNN TIM NMIYTNN TN ¢ NoNwnn NYWon Nphan Do
DIV NPTAN NINPY JADNL WA MINPYN NTNIDXNN NN DINNQ NNTOXN
TIN'R2ANTTOXN NMNTPNNY NXNIZN2 NMAODD NXRKNAL DRI 1,050 T DY MR
120 M0 9% NTNIDXYN N1 N DX NYTONK NN NNMP 12D 12 '91°KN
DDyn WX DI 0'12'0 12102 M0 NMNIDXYNN NN DINN2A DX NNTOX TTVN
AR 212000 MATPNN X Y 1D XD AT .M TN DMV N"US/N NN
191X WK N2 AN NTNIDXYNN NN NN D1 ,M0YNNN NP 17N DTXN
DTXN 72D DY ;DM D'DIVIRI TID NMDT N DY NTOPN NN IOXN1 'RINX

XON MO SV ;DoKX NY N My Sy ;INro1o

NMMEN2 N NNr 2020 Na2 120K 9X - HPC (Yy-arnn) D'wisa "Ny 2ivnn
DINN2 121N N2 DX NN S NTRyA D102 'NN2N DA 'RIND Yy-11n
2NN NN 0N NS DY wnnd ,NMphan NOMY TVIna , MDXNRN Nran
S DTV DX yNin pnnn DITp MV Nipoon 1R MY2an nnmpn
DTPY NAMPVYNN NNTPXND NN NN M21D' X 21DyN Npo0dn 21N NN

JIMIDXONN NN DINN DX NN9

NN'WoN DN TYIN,2023 12A%T 0D 1101 D X¥N1 - DY21Ta DY) TR 1KY N"nen
MRS NN N1TONY D'9ONIPN DO0DN2 NPYPN DX NY¥ XD N"XOn ,NIIWXIN
VTN NS 020N DNIKN S NN NTON X NITNN M, D011 0 Tn
pInm Y'Y 095 MIDXYNN N1an NMIY1100 DiTpY O 1N MTnavny
30-D ,7252 11% NN NTNIDXPNN NN DT N2I0Y Nr DINN2 NN NRWON

NARY D" oM 270 NN DY N

DINN MN'95 DMy NM2wN NP D NYap 0"5N NV - NLP n'yau sy Mmary
TP MMNIDXON N Y10 i Minn Ar DiINN D1 ,N'VA0N Nown Ty
IYON DI¥AY NX MDA NNLVND N TAN NMDINN 1D YYD NNY/YN NHYwnnn
nmoh MDAl N'D2IX] NOYN MW DINNQ MMM M0 172 10N 1911000

119092 X¥N1 N My .NMNYA NNV NINTRpN MYMIpnn M0 1Y MNK

5V N"X9N NNNN ,NNIEXIN NRWON DIYMD 17TNY NNkN 0N ,31.12.23-ap) @
NoOY 57N VPMO YINMY N"Y "o 37 S 5710 90D PN NNYPNN DO0N
NXIPH P DM NN MOY RN DTINN,NMIKD-1"2 NN2N DY MMV NMaya
DDO0NN Y& 900N 19PN .NNYXIN NN'YON DIN DX 8NN ,2025 NIY V8NN
21D'WN .NIXIN NNYWON NNA0DN2 N9OWN TAW DINNQ NMA™NNNNA Y21 XN
219y NMyal Ny (LLM) 5112 N9 5N navnn MTp2a N'RoON S 100N
DY ,DNIRD NONNN 912 T HY POI0NN NIYNAN DITRA MYNPN 19182 V129H
MU TN N'YANDDINVN NX PN MK N'2IY NNV D172 NDY 7w SN

I

L)

I

L)

| 96 |



c
n
2
-
c
7
A
r
n
(=
[

A
x
=
(=
d
(=
c
a
(=
d
.
-
[
Q

n
X
n
&
(=

| 97 |

@ 2024 "anan | T'OwNN MEN | yTNn MDIyn 12M0 - NTAN pan M

N D02 I NMIVYNRD U192 MIANN N2 Y921 OxIN prnn by
JNDXON

AN/ NNV MMV NOY TN DXL N XD NIWXIN NnwoSnN DN Tyina @

MN'9% N'WAL N9Y T2W DINN "2%pNN 2NN 0 .NMNATX NHYwnnn 1912

O"PN 12N 12121000 WON DIXAKY AT WX - NI NM2Y Y Ty o

2A'NPNNN 76% NN - NMNNX NM'0D Mo N'Ha1x TIAwn M1 71n1% minna

NX MNAXD 551D Nt pinm Wy (N Mo 180 1N 138) N 2010 waRy

37 702 N2ANN 211% NMYPN NMA™NNN PO NP 110 WX N9Y 5 TiND DD0NN
.OV191 min D0 XN XN N

JIMIDXONN NN DITPY RIRD N2 NYPNN DINNA DA "D X¥N] - "X N
TS5V MYIRKY DIRIN NR'YON NN2DNA 05N MNDIN pinn? DM Sy oiwmn
2PN M - NARIN NR'WON DN TVIN - 2023 NI (oY 1121 ,'p2N AN nSwnnn
(55%) M's¥NnD ,N"w "> 62 NN N"w 157 34-D N IENRYY9A 1IIRN NN DINN
YV NYN 1NN X291 NATPRN DY NITPRNN NN NXE DA ,1MAY NSPINY 2SpNnn

AMPYNN DMY

NN'WON Y D'ONIKN DDDNAY X D X¥N1 - NTATPXA 71'D2 Y201 DMpIn Npoyvin
WIR NUDPYIINY N"Y 197N 24-2 NHD NIDINA 'RAIXN TINN P9 NO1IDN NIKIN
MINN2 DMPIND D TY™ APNN PIYN NPIYNY 1PN N'Y 1M 20-21 N"NTPRA Da0
N"nn’ 2> NYY MY .NIXIN NN'WON DIN TV NN SV et X198 01201, Al CORE
MD' YT 10N .O"PN DMPINN 1901 DY P11 10Ty VTN 'R MITNN NI
NN DINN2 POTIN 'RAIXD NN MDD DITPR5 pO0NN Apn 1TV DY vasn nr

QTN TV 2NN AT QTN QX NTMOXRYAN

NN20N2 2023 - 2021 DA N'M NPYNY NMa%NN 9PN D X811 - Mabnn 9p0n
-D NN Miadn 50-2 AN ,N%PNNN YT SY MPIRK NIIRIN NNYON PN N
NN YYINNAN "90DN 19N D X¥N1 Ty .0"2N NV NYOnn 1nuy (5%) maon 1,000
XI9X N2 .DTYNN T DY ominy NS Ny 1o 100 nn NS Ny o 10-2
TY YomMNY 2'¥pNNN 10%-2 NN NIKIN NNYWON NN2DN2A 1IN Na%NN 9P D
nmaon NP1%N S NYOYNN DTN Y VTN NN NMITNN MgND R D NP nby

JMIDXONN NN DINN2A NMTRXA RIIRN NN DITP DY 19X

,2023 72NYT ,NNIXIN NNWON TYIN DINY 7101 - NMIPRIN NN'WON A'SPN nn
IR DIDDN 10N 40%-2 P 5921 70N NN NNRIN NNWON DY EpNN pinn
PN NI'N2Q XN N D100 .N"Y 1o 550-0 inn N om 220 DNy ,NHnna
X2 MNXD X D"ON NIV DY NRAany NXYNN NNoINNA 1292 5%-2 SY 9pina
DN™NN MAXN 2NN VY D AT .NAYPIN X1 NKDNRN NNNDNNA NY¥/NNnd N

OV192 10510 1X 1WK1ID DOV 1PINA N'Y DM NNPY X, NNNIY NMypnny

NNWoh 2PN NHYwNNN MR 2023 IXIN29] D X¥N1 NP2 - NMapn nn'yoen
,2026 - 2023 D2 w5 ,N"Y 1" 500 TV S qpna 0"ON NMOIN DM Mg
DDODN DNN1,NTNKN NY2NNNn NOYNN INKY 8M Nawn INr ,2024 12N0V902A P N
,2INKN 0DMATN 28N 2027 - 2024 DA inmH 1t nnwo 0"oN 01N19 SY D'oMen

L)

L

I

L)

I



TMIDXYNN NN DINN2 N'AIXDN MWD

o

TVIN ONXY N2 wninn MmN Nn'woN "D Yapl DN D'ONN DDONA 11
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Foreword

We will continue to pray and hope for the victory of the IDF and the Defense System in this
difficult war forced upon us by our most bitter of enemies seeking to destroy us as a nation
and as a state, for the return of the hostages to their homes, the return of residents from
affected areas in the south and the north to their homes, the recovery of the injured and for
peaceful and routine days.

/LQQV}/A 5//m

Matanyahu Englman
State Comptroller and
Ombudsman of Israel

Jerusalem, November 2024
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readiness in the artificial intelligence. While the state has identified and analyzed the
need in time, for several years it has failed in the decision-making and implementation
stages.

To preserve Israel's technological and scientific superiority in the artificial intelligence,
deemed a national priority, the Ministry of Innovation, Science, and Technology must
guide the government's policy in this field under the government's resolution and the
conclusions of the former Minister of Innovation, Science, and Technology in
collaboration with the National Security Council. This includes, formulation of the national
strategic plan, which was initiated in 2022. Additionally, the Ministry must establish a
framework for periodic evaluation of compliance with the established goals in the plan,
alongside individual assessments of the defined action directions and necessary updates.
Moreover, it is imperative to examine the current management of implementing the
approved measures under government resolutions, by parties acting voluntarily and
without designated budgetary authority. At this juncture, the Ministry of Innovation,
Science, and Technology must assume its responsibilities to ensure that the
government's resolution is carried out as required. A clear leadership approach for a
significant national program is crucial to maintain technological capabilities and relative
advantages over other nations. Any deviation from the prescribed implementation path
will necessitate a government update to assess the situation and provide responses to
advance artificial intelligence as a government priority. It is recommended that the Prime
Minister, who initiated the promotion of a national program in artificial intelligence
already in 2018 as a basis for the government's resolution, monitor the government's
progress through the National Security Council to ensure the practical implementation of
a significant national plan.

It is my pleasant duty to thank the employees of the Office of the State
Comptroller, who work devotedly in conducting an audit professionally,
intensively, thoroughly and fairly and in the publication of objective, effective and
relevant audit reports.

The State Comptroller's Office undertakes to continue auditing the audited bodies' compliance
with current and future risks and engaging in cyber defense Information technologies and
privacy protection for the benefit of Israeli citizens.

VII
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Foreword

Rafael. It is imperative that Rafael's management and board of directors address these
deficiencies and collaborate with the Director of Security of the Defense System to ensure
compliance with its directives, as required, given that Rafael's operations are a significant
component for the enhancement of the country's military strength and resilience.

My office conducts follow-up audits to examine whether the deficiencies indicated in the
audit reports have been rectified. This report includes the follow-up audits regarding:
The Tevel Project for Upgrading the Computing Systems in the National
Insurance Institute — the follow-up audit indicated that the majority of the core
deficiencies that arose in the previous audit had not been rectified or had been slightly
rectified. This is notwithstanding that until the completion of the audit, public funds had
been invested in the Tevel Project at more than NIS one billion (more than twice as much
as the Project's initial overall budget). It was further found that improving the service
provided to the public and assisting the public in ensuring its rights had been achieved
only partially, among other things due to a reduction in the Project's capacities; Ask
Once Policy — the follow-up audit found that although since the completion of the
previous audit there had been progress in the preliminary activity required for the
implementation the Ask Once Policy — most of the deficiencies found in the previous
audit had not been rectified with regard to the mapping of the government services
provided to the public and an analysis of their characteristics. Although eight years have
passed, the government plan resolved upon by the government in 2016 has not yet been
fully implemented and the completion of the process is not expected in the next few
years. The root of the problem is that the Digital Agency lacks the authority to oblige the
government ministries to implement its directives. This, alongside with the lack of
engagement of the government and public bodies in implementing those directives, lead
to a partial implementation of the Ask Once Policy.

In addition to the previously detailed chapters of the report, it includes a special report
on The National Preparedness in the Artificial Intelligence. Preserving the State
of Israel's supremacy in the domains of science and technology is a fundamental pillar
of its national security, economic resilience, and the well-being of its citizens. This
approach strategically compensates for the lack of natural resources and limited human
resources compared to other countries. The artificial intelligence revolution is no longer
a futuristic concept — it is an innovative core technology that increasingly influences
various facets of contemporary life and emerges as a central element of competition in
the international arena across a variety of fields: science, economy, industry, security,
health, education, and employment.

The report indicates that the State of Israel already recognized in 2018 that the
technological sector is on the brink of a significant revolution, and the Prime Minister
acknowledged the necessity of preparing and implementing a comprehensive national
plan on the subject. However, the government has not succeeded in leading and
executing a broad, comprehensive, and long-term national plan, and implement it,
resulting in a decline in Israel's position in international benchmarks attesting to its
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has 16 additional systems, some of which are divided into sub-systems, and the annual
average of the operational expenses and the investments of the Information Systems
Department is NIS 124 million. These systems are based on various technologies and
supported by over 20 suppliers. The audit on the f Information Systems in the Israel
Postal Company and the Postal Bank found deficiencies in the information systems
and data protection in the Postal Company and the Postal Bank, including poor
management of the procedures for revoking authorizations for employees and its
monitoring — thus, 85 (3%) of authorizations holders for a particular system are not
defined in the human resources system as "active" and also 79 of them were not located
in the Company's computerized controls, 780 (about 13%) of the holders of the active
authorizations in the network's central management system are employees who are not
included in the list of active employees in the Company's human resources system; the
use of outdated automated equipment which is detrimental to both the service provided
to the Company's customers and the Bank and the data protection — thus, despite the
project for replacing the automated equipment being already defined as a strategic
project in 2019, the Postal Company started to replace it only at the beginning of 2022.
Until March 2024, only 683 out of 1,850 computers had been replaced or upgraded; the
lack of a multi-year work plan for the Information Systems Department; the lack of
monitoring and follow-up of the performance of the work plans; the multiplicity of
information systems that makes it difficult to transfer the information between those
systems and requires the performance of manual procedures and the investment of
resources to compensate for this.

The Information Systems Department at the Postal Company must determine a
methodological plan that includes the development of the information systems from a
future standpoint, the upgrading of old systems and the optimization of the existing
systems and the integration between them; while ensuring cyber protection and the
reduction of exposure to risks originating in the various aspects of unauthorized use. The
Postal Company must, as part of the process improve data protection — and in particular
in light of the cyber incident that occurred there in April 2023 — to improve the control
over the of Company's authorization management. The Company must examine the
deficiencies that were raised in the audit and immediately rectify them.

The report includes a chapter on the Cyber Protection: Aspects of Regulation and
Protection of the Information and Computer Systems at Rafael Advanced
Defense Systems Ltd. In 2022, the budget allocated to the Cyber and Technology
Protection Department at Rafael constituted 10% of the computing budget of the
Information Technologies and Processes Administration. Additionally, the rate of phishing
incidents reported to the Israel National Cyber Directorate in 2022 represented 31% of
the total 9,108 cyber incidents recorded to it that year. The audit identified several
deficiencies, including the lack of regulation of the working relationship between the
National Cyber Directorate and the Director of Security of the Defense System, as well
as deficiencies pertaining to the protection of information and computer systems at
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e The Tevel Project for Upgrading the Computing Systems in the National
Insurance Institute — Follow-Up Audit

e  Ask Once Policy — Follow-Up Audit

It should be noted that regarding the chapter on the Cyber and Data Protection in the National
Insurance Institute and the chapter on the Aspects of Regulation and Protection of the
Information and Computer Systems at Rafael Advanced Defense Systems Ltd. confidentiality
measures were taken by the Knesset's State Control subcommittee, which decided not to
submit them in their entirety before the Knesset but rather publish only parts thereof, under
paragraph 17 of the State Comptroller Law, 1958 [Consolidated Version].

The following is an overview of several chapters of the report:

e The digital transformation, which has been integrated into most of the government's
work processes, presents opportunities to improve the effectiveness of the government's
work and the provision of advanced services to the public, alongside new challenges and
risks. During 2022, the scope of the financial activity in the government ICT was NIS 4.8
billion. Therefore, it is essential to manage the risks in this field in an organized and
methodological manner. The audit on the subject of the Government Risk
Management in the ICT indicates considerable gaps in the ICT risk management by
the government, including the lack of an overall governmental overview regarding ICT
risks; the failure of the National Digital Agency to reduce broad risks; partial reports by
government ministries concerning their main ICT risks; and the absence of a main
organized and systematic program for ICT risk management in the government
ministries, including aspects of risk management regarding projects and broad and cross-
cutting risk management — such as a shortage of manpower and difficulty in recruiting
and retaining staff. As a result, 80% of the employees in the ICT in the government are
freelancers (3,993 out of 5,308 employees during 2022).

The Israel National Cyber Directorate must address the findings of this audit and the
government heat map of the areas of risk in the ICT presented in the audit report, to
focus the government activity in this field and ensure that the risk management in this
challenging and dynamic field is performed methodologically and optimally and allows
preparation for the challenges in advance, providing a solution for the changes occurring
in the environment of the government activity.

e  The Israel Postal Company was a government company under the full ownership of the
State of Israel (until it was privatized in May 2024), providing postal services as well as
banking services via its subsidiary — the Postal Bank. As of the end of 2023, the Postal
Company and the Postal Bank have 400 postal units, 650 collection centers and about
60 regional postal centers. During 2023, about 11.9 million customers of the Company
and the Bank received services in the postal units. The Postal Company has 55
information systems, some of which are divided into sub-systems, and the Postal Bank
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Foreword

This report, which is placed on the Knesset's table, presents the results of the audit
in the fields of Cyber and Information Technology protection. It also includes a
special report on the National Preparedness in the Artificial Intelligence.

Since October 2023, the State of Israel is engaged in the Swords of Iron War, in the north
and in the south, following the surprise murderous attack by the Hamas terrorist organization
on the communities near the Gaza Strip and the surrounding area on Simchat Torah
(celebrating the completion and rebeginning of the reading of the Torah) October 7th, 2023.
As I have previously announced, our office is conducting a comprehensive audit on the
matters concerning the massacre on October 7th and the Swords of Iron War. In my opinion,
it is a public and moral duty to conduct an audit on the manner in which all the echelons
functioned on the day of the massacre, during the period preceding it and during the period
following it. Alongside with the audit on the war, our office is continuing to conduct audits in
other areas as well.

In recent years, and in particular during the course of the war, we are witnessing an increase
in cyber-attacks against the State of Israel carried out by states and great powers to damage
and disable organizations. The Israel National Cyber Directorate has estimated the costs of
dealing with the cyber-attacks in Israel during 2024 at about NIS 12 billion.

When I first took office as the State Comptroller and Ombudsman, I identified and defined
the field of cyber as one of the core subjects that the State Audit will deal with. This is with
the aim of examining the preparedness and readiness of the audited bodies to deal with
the significant risks in the cyberspace, the strategic threats and future cyber challenges. My
office's audits in of cyber and information systems indicate the lack of relevant regulation
in the cyber field, necessary to oblige organizations to take protection measures; the
essential entities in the economy should be prepared to deal with attacks by states or great
powers; and the decision makers within the government must be aware of the level of
protection in the economy and its deficiencies. This report deals entirely with the results of
the State Audit in the cyber and information systems protection. The chapters of the report
are as follows:

e The Government Risk Management in the ICT
e Cyber and Data Protection in the National Insurance Institute
e The IT Systems in the Israel Postal Company and the Postal Bank

e  Cyber Protection: Aspects of Regulation and Protection of the Information and
Computer Systems at Rafael Advanced Defense Systems Ltd.

III
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