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5V NN NN DTRIVN D000 902 NM%VID X - 1S IR 9N A Snnd
92 .apyn MN%¥N% oM N'0N9N NAANY MZNN NMNIN2 DTNV DNawInn Moo
N2oNDN 1TYVNA ,"UNIVIX (DI MM NN N 2pYN NINDYN 11PN 1P TAIY NMM2AN
X2 1PT2Y NMMPINN NNX X .My NTIP92 N'HDON INDNDY 1ayn 12% NwMmon
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NOND MO'PYN .DMAINN NX MYY NIAXKY NMI0SY NDWN S AMYnann XN
VTN SY M N9'wnnN NTHRA TN 2 NINAN VTR woINY MNN NI Linna

NAND 1IMIAN NINEN NMMPAN Y 1Mia €N

N295NN" NX DX 2NN TVIN 1999 'XN2 19PN D121,1998-N"1wNN ,yTnn wo1N pin
NMENN T2 PN YT N ¥ TID' NDON Y'NOUNY XN NMpyn inon ;" mopen
T NVNN AN I NIX ,PINN MIXN 95 .0'0OWNN I XN WD 'RINKNT, NMI0oen
VAP PINN,NNRT DY 12 NPTNN XY VTN NYAPY M2 My nw/pad Nao %12 y1na
VTN NYpa NINTY NPk MPNN DNAY DMpn X M2 055221,V TN NN'ono 0D
NUNNYN .1oNY NA™N NIX NIPZINY VTN "A101 110NY NIPAY MOXY YT 210 D1
¥pano NN AN DX PRI> My ,Npon X N%1D VTN npa NINTY miwnn
2% MPAN NOSNN Y NNYY 'R PHON 19IXD NNV X NNNT INYPAY M ;yTnRn

.O"oN1n DMy vown

2012 Ny RPN L,YTAN woIin pin Digm 1y 2011 niwn nHwnn NoSNnY DXNN2
"N MLV ,(MMM%PNNN NT'NN) YT'RN 91N NMNYYNnn NN D'09Y/NN TNl
mMITH - NMI2NN NMPON QP2 YTNRN 91N PIN DI NX DR NM0SwN M9pY/N NK

.NIP21 NOTTN,NNIN MYYNXA



nMmipnn NMEN2 y1mnn ¥oin

76%

249%0

CEorEss

8,847

959%-5
(1,923)

yTnn nypa on
nMIpRn N2
12911 2022 NwA
14% ;(6,703) NMWH
nmsyin’ (1,285)
(859) 10%-1 nrpn
DMK M¥VING

23.5% pn
(20)

21N Y
npan 190N
noapY wany
nmpnaym™
DI NMIPpAN
nmy? ;2022 - 2021
12% Sw nop
nYpan 1oona
TN wany
mTN' NHwnnn
DY NN JNON

80%-a
(206)

yns nwpa
MY wan
niwa nmipnn
nny? ;2022
nwp2 13,028
wany ymns
nownnn *mMwnb
noN MR

258

nmMwnn 2,014 55on
PINY NN

5N yTnn woin

257 102 )NHy
rmpnn MmN
MY 1TORA A TR
7NN

19%

nann NMyNn
SV 1IN NN
9031 y1no niwpa

- 2019 Dwnn NNX
(14) 10n 16% ;2022
5V 953 1IN T &5
DY yTNY Nypa
(20) 1NN 23.5% ;N5X
PIOwINIT X
37% ;DMwn YaINn
N X9 (31) 10N
DN IX NNXA
DIPN Y2INN

nMmipnn NMENNN
ANTTN M2IND
MOPHXN

DINN2 Niwnwnn
1Ny woin
DINND NPTV X

SV N nmy
yTn wpan
N2 vownn N5
M 11 2022
NTY NrMpn

X YN nwpa
1912 MYPAY 12V)
203 Nnv? ;poN
TR WY NNMNY
nownn Twn
NNIX2 N0 MTNM
N

NTnyn %y Dnnnn
M2 NNY VTN
NoN XY MMmipnn
nmbwnnn NN
5V 2022 NS 0N
¥9oI1N pIn S nwm
Vanaly

nMpran mMys

NIIOINN M2YON NXR NITAN pan TN P12 2023 1anKT TV MoK DwTna
NMY 1N IPTIY NMMIPpRN NMENN RIpRn 052 MOpyn yTRn woin omp
.PT2 NMZAN) TN NUA NMERD NYYINN 121 1'VA 2R NN N9, MITYN
YyTNn woIN PN NIXMIN DI DMIwpn DY 0'02'N NP0 Np1an NNaona
; VTN Wpan NN MN8N NI v NTRYND D' ,INIDN PRI NMIphn
VTN woIND N'NYYNNN NN DY NMMIpRN DM S MW 'pnn npoa o
M2 N2 YTAN 1N DT 1R M%WVISN MMAY "A'¥1 DY NEMA9 127V1,10 1D

40



=
n
N
'(-—
=
o
D
=
g
r
A
a
c
2
3
c
q
£
g
3

| 41 |

@ 2024-T"OwNN | "MpAN NOSA NIPRN YV NI | NN pan

S My9IN oY MITTINNM DM MM S NI%W Sy Mpon NN Yo -
NMSYNNN NTN,D'09¥NN TN 1V NN M2 ;105N MToina Ninny/
.019N TN yTnn woin

NMpPraAN 1 NY1vn asnn nann

.

DYIX NN NMEA 2,014 HY SN yTRN wOIN PN - VT'ARN 291N DINNA NN TOX
31) PN NMPAN 99010 1251 (5%) 91 SV MmN NMYwnnn NN NMDONo
257 1021 ,(95%) NN MM 1,923 N Sy .(QND MR 6041 NSwnn Twn
DY 11-1,VTNRN w9OIN P10 PPN IXA DY 25 .90 1K 10 ,(13%) N'mipnn nMgnn
VRN w9IN PINY N1TRA DM MMANN 95%-2 ,MMMYwnnn NN Nnpin tkn
MM M5V 1N MUY TTOXNA A XKIOX X NMAIpAN MMy 159221,y SN

Mo Nk

DTN ¥ DNNPN 191X - NYNIMDND1 VTR Z91N% N*NYnnn TN Thyn
D901 N'NIPAN NMPIN 990 NITOX NMDND N2 NIIPNY WO X2 NMownnn
D 5V N0 NN NYWNN TN IR 10Dy 2N pINng N1901 DMy NMeN
91N PIN DINN2 1TOXA 912 N5 PIN 9 SV NI 1K XN ,0M90 TN Ny
PIN DIYM DY IR DM DX 12 NYVAPD 12NN X X101, NMMIipnn MMy y1nan
w91N PIN 9% JNMI2IN 121 NMNIpRN NMEN2 MWoN MOpY .02 yTnRn woin
1MPON5 RINXY MO 019N TN ¥ NHyna IwxY DIVIR NMD DD YTNN
DN IMX X2 ONX DA M1'ND X1 IN¥YA TRONN 122 1MTANN2 , 09181 .1'PNN
SW MOWO NX VTOXNY 912 TR 12 ,0"pN 28NN Jwnn? 1T 1N 0190 TN
DTN TNyN NX DN 120N N2 D'05NN TN .0r DINN2 NMIpnn NMENN
5w X ,2011-n N5wnnn NUYNND 1 YDA VIapn N1 ,NMMDN0D NMNYYnNnn
TV .MIpNRN NMPAN SV 1m0 X921 TN NIMDAD 120710 XD 0190 TN NTainn

.2018 N1wa D'VONN TN NIV XE1IN D7 NINNKN N'NAN D X¥N)

- NM"MIpNRN NP2 YT'NRN 291N pin g™ Sy yT'n 'wpan br mabna »190
XN X2 TN LIXT D190 TN "N 2019 Nawa NIy N19NN AMNINN 9N
NMPN 7210 NINSN TwnNn MnNNN Sy DINNY 2720 NMNYOXRN DX 2NN DY TH
NN NN"avn 2022 NIYAY X .VTNRN woIN NIYpAY Navn Nn-"X SV nrmipn
mnon 35-2 2022 - 2020 0121990 MANAN ,MNYN 52 Mnnnn 71909 NTNYwnnin

NOX MNN2 71900 TNX Apyn 'R ;0D DY qo1 .72

D N2y 2022 NS NMNSwNNN NN MT 'INIA - ™UDVLO DN BY T
TA1 21N N2 200 <MNMNMyN 1901 Nipn DM 121 DNy 258 wan No%nna
MK N0 NMY , NINTNY NINY - Y000 1TV MY, NINTNY VRN - P02 A My
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SV YT X¥N1 X2 MT2 .NNK 92 NNMMY YAy - QY1 X710 19D NMIpRN Msyinn
NI ,NXNN DY aNT1 NND1192pNN MIMY NND Mp N TN P09 MK
,2021-5 AN NIT 'O Sy .2022-2 190N NN 10%-2 ,MMyYy 236 1210 NNTpn
138 VOWNN N1 Y2 DDINN ;NAIPNR NMPA 22D T PO 159 127 LONN N1
NN 21, (D" 378,000-0 1D MIXKIN NMZIN NQIND POO) VTN 'wpan Y NNy

.(N"w 36,500 NMIN MDY PO91) NMNYN NX NNT - 17 'p0D 21 -

TV - 12NN NULYYA 1M nmyY "mipnn NLSYA yTnn ¥on pin mpm
NoWnNnn *Tynn ymns M2sN NEMT N9 Dy N%N 2021 - 2019 Daway
NLSEA NPAINNY "IN (NNRNN2 14,838-1 13,390 ,M/p2a 12,549) Jnon MmN
niwa "D DX NKT DY L(NNXNN2A 7,139-1 7,117 ,mp2a 6,285) Nkya "Mmpnn
8,847) "mpnn NUSwNN yTN NYpY% NN MDr Ml MOy nHn 2022
NN 2022 - 2019 DA .(Mpa 13,028) NND XN 1NN VYA 1N, (Mwpa
NMyN 190ANn 2172 (1,081) NrMipnn NMPNN TA1D AN NINTMyN 190N
M D Y R¥N1 NNIPraA L(674) NON TN NYwNnn TN TA1D WwWany

JMmpnn NMPNN DX D'2A"NN DX NTNSwnnn nTnm

91N 21N 9 DY - 1pTAIY NMMPIA (VTN MODpY) MAsA Ny 1D y1T'n Dio1D
TIXYINN 28PN NX NN M2 2190 "N NINT D09 NZATI MM NN %D vTnn
YT NN Y Nnnn M NTND1IN NIRY 2%pNn ,N9%1NN N2 Viknan o1n
NS .NYVID XN N SV NMONIMN NTNINN 12T VTR DDY9Y 101, NI NANH
OO0 O'1N1 NNINA JAMNXA 199D XD Wi R ,ND9N,MTR NMYIN NNT
,TITR - 1IP0I NMNN 92 .(2022) N9H1INN NI VINAN 511 NIXKINN 2'¥pN 12Ta
09N - N2 NTIAYN YoM NX 1NDTD XD M AuM 'V PRI ,NMNa ,N9N
ANX2 NNDY9 XD NDN DMWY L NDIVO MORA INTIAY DNN NX DMT0NN D™D

.2023 Naw/H 28PN DK NHY

MMZNN S¥ 1NN NX NTOX XD D90 TN 09NN TN - NN NYYY y1mn
NN MNWA 128N N2V DIN'N YN DD19Y - 'Npnm NN TUYYA - MMy
0N X

1"Vn XY 1MV - 1pTAIY nMMpna (VRN IN'Y) 0'epan® yTnn nnton
,MINN N9N ,MTYR NMYN NP2 DX 078N yTNY mypa DD mHapnn 'K
,ANATH D) D7I¥A VTN X112 10 M22ApNnn NIYpaANn Mpy ax1 2172 pon jnay
;2022 Nawa Mpan 738 1NN 54741 2021 nawa M/pan 710 1NN 467 - MTXRA
.(2022 niawa mwpan 362 NN 164-1 2021 Niwa My/pan 512 1Nn 250 - n9'N2
N 210N YN AN TV 210 9% 19X MMya 018N VTN 217N A an Nono
nuN X"N aPPIY MDD YTINATK YN PRI NN D DKL,V R M2
11X IPTL NMMZNON D X¥N] TV .ND9Y DINN2 NINYY¥N yn N2'Won DX nmm
N9'MN MM :DMEn yTnb Mpa .yvTnS Nypll 21902 TNX 191X NYVID
"N ,00N K¥I HY19D 09N NN IY NAYNA D218AN VTN NY'0N NX NIINA NMann
1R DMVNT L, ROTIR 18N NDAPYD '09wN 'YN2 NINDY XOw DN VAN wpan
¥p1anin MYMNn NN'0N NX NINN DX TITR MY APy yTnn X DN Mo
DTN ANMT TR DMWY NPYN VIV IN INTIY YTNRY MPpa .0own NNk
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,P1ANN VTN 90 NX NN0N X2 DX D2 ,N29'0 1N Mypan %D Yy nMoywnnn
DN 2 - 102 NY90 KO YT N9DI NYpA X190 199101 192pNNY Mpad
N2IN 1TY'N INIK 0N X5¥ NNNAY DA 121 y 7NN DX 0NN nyian Ny
INTIY NMYP2A DATAL DMNOWNNN DTN Amyn T Y 992 1NmT XY - pinn 9 Yy
D'¥pP2Nn NX NIDTYN NMU2NN NX NPNRIN AN N D DY PN 191X 1V IX
DA TO NX NAN¥A NN XN D21X,N02NNN T2 VOWNN N'AY MNYY DNIXDT 12T
n% MNYS DNIXDT 12T D'WPINN NX N1DTYN NIX NN DM .NMNMyn Nanb
nLuN XN D% VIApN DINM 70 1272 DMK NIDTYN DRI N0YNNN TA VONN

.AND1 0ND NN NI'R1 NNNT DNTMIYpA NRY D'Wpan? N9 Sya Nno amne

VYN NI NXYN] - N"aNN VT Mypad nrnmipnn MMPAn ¥ naynn 1918
529 Dpna NMI9INN NINF VTN NIYpA) NN VTN Np2A SV NMipnn NMgnn
DMYON SV NMMZORN NMIZN9N TVIn DY nyavn mawn .(p2Nn% X nmenn
- DD2 AN NN NN NP DY Mpna ,NnAT> 72 .NMyNn ' Mo'ona
5V NTOPN NNTN X2 ATIN AN XN YA R NN N9 N, MITER NMya
TTVIN - DTN D'0N9N X121 DY 0Mon DM 92100 MzAn WX Rt S 1010
NP2 NI M9 N - 1N DONNPAN S NUNDN MNF DR NN
0019 1992 MDNIY DINATN N PN, 1ND .OMN¥N DA DY MNP 1N NRIpRN
20NN DDMIN N XDY - NOIN Y ,OMX191 0'0ND ,NINK 01D - DTV DY DN

JIN0N9 NYA9Y wwnn bwa

D720 DAY - DNIKON MTMpNN MMPI2 MRS yT'n NTayn by 0hnnn
2% JNON MTNM NYPNNN " TIN2 NINAN My NITNRN NN N2 1NN 2
D™MPWN D2 72NN . 2023 IX1N292 NNDNDY NIMIPAN MM NINNN TRON NITAN
NNTAN2 DMON DNMOXNDT DNOX MDD NIMND MY NINNNY NI DNYAY DWWl
ynon 1 NN 21nann ,NNdN N9IPN 120 NMMIpnn MM NnNnN T'RON
DIDID TV 501N NPIPAN MM NS YT NTRYN SV NINnn TRON .n1nno
MINNN 2N X292 592 172,901 T'POND Ty Sy ,2023-2 NINNN TRON NN
NDIPN NX MTAN X2 019N TN 12 9190 NINNNK NN DAY 2% NN X950
mTN21 NSNNN TN DN'YPN 1N XY, NMIpRn NMEN2 DINNN S Nnnon
VN PRI 019 D NYY NP L TRONN 1M DY 21N 0'92pn DX DM NN
1D ,DINN NN 1A - AT UM N"ANA ,N9N,MTYX - 1PTY NMYNN N
TPONN NN X112 NTIAYN NN DX Mgy 10 V1921 DNy 0NN yro»
JM5wnnn AT Y NN MY 1INQIN DX NIV NMIpNRN DM nnnn Sy
MYT 2P 9 DY .NIONN NK 1Y 1WA PRI NN, TITER NM2NN S 0nnn
PoN1INOY 12 XN 12D YT NTAYN DY NINNNED TiNM21, NrMipnn NMyNn Y
DX N2V AN NV TITZR] DINNN NN .NI2NN DR DINNN NN DX 1NN

NN NN2Y XD NN DINNN NDINRT,MIONN

952 1NT X5 (40%-2) NN 85 1'2n 34 - N*ANYN NNANN NIMPIA YTRN 91N
- 2019 DN Y22 192pNNY VTN woiND Myain NMypa by nNbwnnn N
27 ;DMIPN Y2IXN NNXQ IR DN INTT X9 (37%) MmN 31 ;100 21522 1X 2022
34 S JNMNK NP0 TYINA 0NN YaIR 901 Mpa Sy 1IN T (23.5%) nmen 20
N NNMN XD NN 2152 1K DN YOI D02 Mypa Sy T XOw NMean
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MNTNY-X DY q01 D )NNDN ,NMEIN 31 N WX DMann wiby Sy DMnKS
MY MXMNN NX 1710 NNR/MA 1K 0210,V TR0 N1'0N My NATNnn mMyind
NI'NINN DX JNMNR 1990 X9 NMenn 31 90 ,nnaTD 2 %Y yTnn mopy
1990 X% NMeNn 31 an 29 ;(0™NM9 0'ON1) MWD 191X DX MMTONN NMYNnn
DX JNMNK 1NDI9D X2 NMEA 28 ;020N NIDW X112 TN YTNRN DX JNMNKA
DIN2 JMNRA 199D X NMRA 26 ;10100 NM NN NP 122 I MONN 1N
NX N9 X5 NMEAN 21 ;(2022) NDYINN NI VIKA 510 NIXYIN 2'¥PN 1272 O"90D
MARN NI2ANN DN DX INMNKA 199D X2 NMeA 17 3(2023) N'N0IN NN 2'8pn
D DYTNYN DMINKN DNININ N9 VN PIN DK INMNRA 199D XD DMy w0y
YN Mopys %1v95% Npinn NN DX 1190 DIV NMYN 1NN M2 NMeAN

2NN DY I9INTE

i

,NDN,TITYN - DT NMMPAN S NNZNN NK 2D - DN NYPY yT'n Do
NXT D001, 00N NYR/H 10TV 2NN Yy TN 09910 - ATt nunl 'Y XY ,NNNa
YN TP N'NAIN 1NDMD N 2 .51 NN NRNSNY VAN 0Ty yTn
nnwA ;DY D' NNNY 0N N2 NNINT D1 NYEY NIDWWN MXIN ;Nownnm
DI D950 ;0NN YA DN DN ;DTN DM2kn 0'uYpnn
;D1NN NV D™D D01 SN NOwNnn TN S¥ VT Tpn ;0NN NYYS DNy
12 0 NP YTN .OPIN D00 DMIDTY ;NIATINN NI ;N'Y/91 N2'ANY VI YTpIn

.R1INN2 DTN O'NIRD1 DMAINYD 2Win1 ynoh 1D

Ipan TN - AMMbnann ATNN DY MMipnn MMean Sy b mian Mep
D21NN% MMN%PNNN DTN NPV YV VINPAN YN DX 2MNYD ¥R DTN
D2 ,0M2Y NNMPNR XN NNEZ2NN DX MIYYITNS D200 MM DX ,NMMipnn NMgN2

.N%¥Nnn NUYNN2 NYI2p NMDOND Y TVNA

nMpran msbhnn Mpry

NnuoNN% 1 WD Viapn N0 NLYNN 2P 09N TIN5 DUDYNN TIN5 Yonin
Mownnn TN S TNIMDND1 NTTRYN NIX NAY @0 oy ,2011-n nbwnnn
NX LIPI ,NMMMipnn NMEA2 DM NMPATI NMDND N2 NMIpnY MIYOXN Nao
mMOPYN NN2AN N NM'NIpNRN MY 1TOXA DA NY'APY DTN DTTYSEN
DTN NMMDNAD NX NATNA 2NN 21pr/9 ¥onn Ty nipnin 105w2a yTnn woim
P20 N99ON2 w1p D" DX .Y DN PINNK NN MMEN 992% DA NtNSwnnn
21V9% NNPOXN NX NINA% &1 009NN TN N2 NN NN NMeNnn
NX D2 ,NNXNN2 ,)1INQY &1 .0'09wNN Twnn Npnao mxnky NTMH Anoon?

N OTRN NID NAY¥N DX NTNN 28PN

NownNnn TN yTNn 21N DINN NNTOX MYY TN 12 NN NYwnnny oo
Jipnn NMAN 1992 D2 MAF NMDNAD UMDY 9129 12P1 D ¥9nin ,|non MM
DMYN NN DN WOXN MMIpnn NMEN2 VTN 9N pin Dig™ NNaan
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N MR MOWH XM Mmoo Yy Vownc Npov  mbham Ny 0Dnna
N2 M2 X PN Mpoon

NwAN% vy %02 MyTnn NXDYNS Syom 'wnn NMMSwnnn TNy Yomn
D2 D Y21 D .09 NMMIPNRN NMZANNAT Y222 MM NMYNNN yTnY Mypa
NN2DN MY¥NX2 PINN DMPH DR2AINN My TN DX 1"12AN2 1999 NrMipnn MMgNn
nMMeNN Sy MM MM DY VTN Niypa han? DN TV Nnknn
yroa ,0Mon TNy ¥onin nynay yvmnn NN NKY N 21999 nrmipnn
VTN 91N P10 NX DM NMIpRn NMZAN DX YINNT 7TV, NSwnnn NN
Yo MY .NF X112 TR MZ2ny MNyn 19010 NNN9NY X'2N% DA D21 1X15N02
NN DWAIN D'DNIN M2 ,NTNN DM DX ISAX NMIpnn NMyan 92 D
TOXNA DN K DY XN N NYMINA D'ONIN DIYM DX 910X NOIDN-X 19PN

Jmipnn nMen

nmpn NN Sy 105NN DNMIYNN DN D NN DY X1anD 019N TN Yy
mnnnn Sy 0NN Maoh 01> VTN 91N pin 9% Npa nivn JNn-X Dy
NN NDNOoNY 21v95 Jprs D0SwNN TN 019N TN yonin TNl
MDD NIDND ax 0% NN NP DM T2 MNYN2A DA 90w DAY NMNYwnnn
NMIPpR M 1210 INoNNY M 529 IWOKX5 T2 NXT . JN2WO 15V DM pn YV
NN T2 MNSN QW WIKPNR DA NYIp .20y NNonNo XY navn %2pH
.]190N2 NNN9N% DA X'2ND 221 MN9Y MMNYNN 2N NN NS 510" nmpnin

TN ,0%Y MY MIT NNZONA JNMNK2 DDI9Y VN &R NDN, TTYR Ny HY
- P72 NMMPON DD DY VTN woIN NIpN2 UN9ND NN '9'WO 9D HY NTopn
NNIN2 JNMNK2 D019 21pY2 - AN NV WA PRI NN ,N9'N ,MTYX
Yonn 2D My DN Y 0MN1I9N 100N M2YY N5 NN M NaNn DX
- MWD NMMZAN S JN2IN DX TOXY 15V9 019N TN 009NN Twn D

DN IR N N2 M2 DIN'N VTN D09 - 1NN 'nipnn 1Hwa

DINN2 DMANM DT'NXR DN D219 MINpY S TN 2122 wnn iy O'p
Vap' D'09NN TN D Ym0 N2 LNrmipnn 1MeNn 9929 yTnn non
Y DY 02181 YN NY2PY NP 71900 1918 X112 NINTT01 NNNA NNan
LN 91X VTN Mp22 21900 191X 1272 PINN MIXIND OXNN2 21V9% MTER
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Foreword

conduct their public roles out of a sense of true dedication. They have my
gratitude.

It is the duty of the audited bodies to swiftly and effectively rectify the deficiencies noted in
this audit to promote public service in Israel and thus also improve the quality of life of Israeli
residents.

We will continue to pray and hope for the victory of the IDF and the defense system in this
challenging war forced upon us by our enemies seeking to destroy us as a people and as a
state, for the return of the hostages to their homes, and for peaceful and tranquil days.

4

Matanyahu Englman
State Comptroller
and Ombudsman

Jerusalem, July 2024
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estimated annual economic cost is at least NIS 12 billion. This audit on the Information
Security of the Collection System in Local Authorities, examined six local authorities
and the Ministry of Interior on the following topics: Professional guidance of local authorities
on cyber protection; Information database management of the collection system; Policies and
regulations on information security; Action plan for coping with cyber incidents; ISO 27001
certification; Disaster recovery; Physical security of collection systems; Monitoring and control
of operations in the collection system;; Identification and verification of users in the collection
system; Management of access rights to the collection system; Conducting risk surveys;
Penetration tests; Reporting and oversight of the collection system service providers. The
audit raised deficiencies in implementing the requirements listed in the Protection of Privacy
Law, in the regulations promulgated thereunder, and in the National Cyber Directorate
guidelines, including the absence of one entity serving as a sectoral unit for local authorities
providing professional guidance on cyber protection and deficiencies in the management of
the collection system database by local authorities. These deficiencies could expose local
authorities to cyber incidents. Moreover, local authorities did not conduct risk surveys and
penetration tests on collection systems, they do not perform regular supervision on their
service providers holding their databases, and do not receive timely reports from service
providers on their compliance with privacy regulations. To reduce the local authorities'
exposure to cyber incidents and ensure the effective use of appropriate information security
measures in their collection systems and safeguard the information within these systems, the
Ministry of Interior and the National Cyber Directorate should determine the entity that will
serve as a sectoral unit for local authorities. Additionally, local authorities should rectify the
deficiencies raised in the report to enhance the local government's capabilities in addressing
cyber-attacks and their impacts, including conducting information security audits on external
service providers to assess the adequacy of the information security measures they should
take.

Monitoring the rectifying of deficiencies raised in previous audits is an important tool to verify
that the audited bodies have indeed rectified what is required. This audit report presents the
findings of two follow-up audits: The Local Authorities' Contending with the Processes
of Destruction of the Coastal Cliff; Selected Issues Regarding the Water Sector in
Samaria.

The audit includes various topics, and this introduction covers only some of the reports
included in it. Each and every report opens a window to the public, including decision makers
into the activities of the local government in Israel, as the services provided by the local
authority directly impact the residents' quality of life and well-being, as well as their economic
and social status.

The preparation of this audit required a significant effort by the personnel of the
Local Government Audit Division and by employees at the Headquarters of the
State Comptroller’s Office. All of them have worked hard to prepare it with the
utmost professionalism, thoroughness, fairness and meticulousness, and they
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Ministry of Interior's involvement in harnessing the authorities to execute the program.
Additionally, the headquarters should embed the program not only among the implementing
staff but also among the heads of local authorities and governing committees for optimal
integration and inclusion of the Ethiopian community in Israeli society.

Upon the betterment of land due to a change in the planning regulation, landowners are
required to pay betterment levies equaling half the betterment value. The underlying rationale
for the levy is the principle of distributive justice, according to which property owners should
share with the public the profits generated by the betterment and bear a portion of the
planning and physical-spatial development expenses. In 2021, the total betterment levy
collected by local authorities was NIS 8.7 billion. An audit on the Collection of Betterment
Levies and Their Use raised that the current structure of the levies exacerbates economic
disparities between central and peripheral local authorities, and between local authorities with
high socio-economic cluster and those with lower ones — 60% of the balances accrued in the
betterment levy funds in 2021 — NIS 4.5 billion out of NIS 7.5 billion — belonged to authorities
in clusters 8—10, where about 20% of the population resides. Furthermore, findings on
dispute resolution on tax assessments highlight a widespread phenomenon of disparities
between the assessments prepared by local planning and building committees and the final
assessments determined by decisive appraisers, with the disparities resulting in detriment to
the debtors — in 80% of cases decisive appraisers reduced over 25% of the levy determined
by local planning and building committees, according to a random sample of 60 rulings from
2022 on assessments prepared by 34 local committees. This could potentially undermine
public trust and the necessary certainty for reasoned economic activity in the real estate
sector. It is therefore recommended to implement measures that will enable to optimize the
assessments. Lack of transparency to the public regarding assessments and levies was also
found, and therefore it is recommended to computerize and publish information in this field.
Deficiencies were also found in public services, such as lack of information on the subject and
the absence of online services and a service charter. The Minister of Interior is required to
establish a public committee to examine the mechanism of the betterment levy, set by the
government, to rectify the deficiencies and provide local authorities with efficient, fair, and
certain means to fulfill the principle of distributive justice and finance the development of
public spaces and the construction of public buildings, necessitated by the expected
population growth and urban densification processes.

Rapid technological development has influenced nearly every aspect of individuals' lives and
all sectors in the economy, including the public sector, particularly local authorities. Local
authorities accumulate personal information about their residents, obligating them to
safeguard their information and secure it. Local authorities contend with various cyber risks,
issues of information security resilience, and cyber threats. Cyber-attacks on local authorities
can affect them and the general public. Given the increase in cyber risks following the Swords
of Iron war, the occurrence of cyber events has intensified in all bodies in the country,
including local authorities. In 2022, 9,108 cyber incidents were reported to the National Cyber
Directorate. In 2021, the global cost of cyber damage was USD 6 trillion, and in Israel, the
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It is recommended that local government bodies, including local authorities, develop a
strategic plan to reduce gender disparities among employees, from which multi-year and
annual operational plans will be derived, with intermediate and outcome-based goals, defined
timelines for implementation, all with the involvement and leadership of the Advancement of
the Status of Women consultants serving in local authorities. To ensure the effective and
beneficial functioning of these consultants, it is recommended that the Ministry of Interior, in
collaboration with the Authority for the Advancement of the Status of Women and the
Consultants Association, form the conception of the role of these consultants and examine
ways in which it will be possible to ensure the prerequisites for fulfilling their duties optimally.
Additionally, to secure the commitment of local authorities to promote gender equality, and
given the close relationship between ensuring gender-balanced representation in decision-
making forums and the democratic strength of the local authority, as well as the quality of its
decision-making processes, it is recommended that regulatory bodies collaboratively set
national goals for reducing gender disparities and establish a systematic and methodical action
plan for monitoring and enforcing compliance with these goals.

The integration and inclusion of different populations, especially immigrant and minority
populations, in the complex fabric of Israeli society pose a real challenge for Israeli
governments across generations. The Ethiopian community in Israel, about 168,900 at the
end of 2022, is one of the groups whose optimal integration into society has yet to be
completed. Over 40 years after the considerable number of Ethiopian Jewish immigration to
Israel, significant gaps persist in all aspects of life between Ethiopian Israelis and the rest of
the Jewish population in Israel; Thus, for example, a study published in January 2023 found
that the average monthly salary of Ethiopian Israelis born between 1978 and 1983, in 2021,
was NIS 4,595, about 33% lower than the average salary of other Israeli Jewish residents
whose data was examined, at NIS 6,916. This report on the Activities of Local Authorities
for the Integration of Ethiopian Israelis into Society, indicate that the government
program for Ethiopian Israeli integration, known as 'The New Way', is beginning to yield
results and achievements in the local authorities, however, significant measures are still
needed to promote this integration, and the principles, foundations, and values of this
program still need embedding within the authorities. The audit raised that there is no
connection between the program implementation headquarters at the Prime Minister's Office
and the Ministry of Interior: The Ministry of Interior has done almost nothing to fulfill its role
in the program's implementation system — both through activities to achieve the desired
representation goals and through monitoring and supervision of the program implementation
by local authorities. Moreover, in the absence of monitoring and control of the budget by
government ministries and local authorities, a partial share only of the program's budget was
used, at times in a manner raising concern as to the quality and scope of the activities carried
out. Thus, in 2016—2022, five government ministries budgeted local authorities participating
in the program, for a total of NIS 203 million, when the actual transfers to them was only
about NIS 136 million (67% of the allocated amount). It is incumbent upon the
implementation headquarters to precisely define the goals of 'The New Way' program and
ensure that they are measurable and achievable, ensure budget utilization, and enhance the
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Over the past two decades, the use of technological means for remote visual surveillance and
monitoring in public spaces has increased both globally and in Israel, a trend that is reflected
in the deployment of video cameras in numerous locations. The audit on the Operation of
Surveillance Cameras in the Public Space in the Local Authorities raised that the use
of surveillance cameras by the local authorities has gained momentum in the last two decades
following government initiatives alongside the initiatives of the authorities themselves. The
audit findings indicate that the local authorities examined — Daliyat al-Karmel, Bnei Brak,
Nesher, Haifa, and Rishon Lezion — possessing 1,354-111 cameras, do not utilize all the tools
at their disposal to safeguard residents' privacy nor comply with privacy protection guidelines
related to surveillance cameras. All the authorities examined installed surveillance cameras
for the automatic identification of license plates, without explicit authorization to do so beyond
their general authority in the Municipalities Ordinance. None of the authorities examined held
a public hearing before installing surveillance cameras to hear relevant public views on the
matter. The municipalities of Bnei Brak, Haifa, Nesher, and the Daliyat al-Karmel local
authority did not assess the need to obscure private spaces within the viewing range prior to
the cameras' installation. As of June 2023, around 40 local authorities established a fixed link
between their surveillance camera systems and the Israel Police, allowing the Police real-time
viewing of footage, despite the fact that the issue has yet to be regulated between the Ministry
of Interior, the Ministry of National Security, the Israel Police, and the Federation of Local
Authorities in Israel. Local authorities must uphold residents' fundamental right to privacy and
the principle of transparency. It is recommended that the authorities examined consider
utilizing technological tools that would enable them to monitor camera operations more
effectively and mitigate concerns of potential misuse thereof. Due to the noticeable rise in use
of surveillance camera, coupled with the rapid technological advancements and the resulting
potential privacy infringements arising therefrom, it is recommended that the Ministry of
Justice consider regulating in legislation the use of surveillance cameras in public spaces by
local authorities.

The principle of gender equality, which prohibits discrimination between women and men, is
a fundamental pillar of the principle of equality, and its violation may be regarded as an
infringement on human dignity. Implementing this principle is closely linked to the democratic
strength of local government. The audit findings on Promoting Gender Equality in Local
Government indicate significant gender disparities still found in the wage gap between male
and female employees in local government (with the average salary per month of female
workers in relation to male workers being about 69%) and in the representation of women
among public officials (about 20%) and in high-ranking positions in local authorities (about
26%). As of November 2023, a mere 5% of local authorities (14 out of 257) were headed by
women. These disparities are even higher compared to the women ratio among all employees
in local government (around 73%), particularly in local authorities belonging to low
socioeconomic indicators, peripheral authorities, non-Jewish authorities, ultra-Orthodox
authorities, and unstable authorities. Given this backdrop, and considering Israel's declining
global gender gap ranking, the urgency of proactive initiatives to advance gender equality and
to reduce gender gaps in local authorities is increasing.



State Comptroller of Israel | Local Government Audit Report | July 2024 @

Foreword

This report presents the results of the audit of the local government conducted in
2023-2024.

Local government in Israel fulfils two key roles: it serves as the long arm of the central
government, and is also a local government, serving the residents of the local authority, thus
expressing its distinctiveness. The local government is entrusted with providing national and
local services to its residents, caring for their well-being, and meeting their daily needs. The
local authority has a great degree of autonomy in making decisions in its areas of
responsibility, regarding the ways and means for realizing these areas of responsibility and
the resources required to that end, as well as prioritizing actions in these areas. The local
authority serves as a public trustee in all its actions, and as such it is obliged to exercise its
authority under the provisions of the law.

On the morning of the Jewish holiday of Shmini Atzeret, the eighth day of Sukkot, on the 7th
of October 2023, the Hamas terrorist organization launched a sudden murderous attack on
communities in the Gaza Strip and the surrounding area, along with heavy firing of thousands
of missiles and rockets on the southern and central regions of the country. In the terror attack
251 people were abducted, by July 2024, 116 hostages were returned to Israel alive, and 19
casualties were retrieved. Since the massacre and until the beginning of July 2024, 822
civilians® were murdered, 670 IDF soldiers died, and another 3,977 were injured. In the days
following October 7, tens of thousands of residents in communities in the Gaza Strip were
evacuated from their homes while coping with the severe traumas they experienced on that
day. As a result of the escalation in fighting in the northern arena, tens of thousands of
residents in border communities in the north were also evacuated from their homes.

As previously announced, our office is conducting a comprehensive audit that will examine
several matters related to the massacre on October 7, 2023, and the Swords of Iron war. In
my view, there is a public and moral obligation to conduct an audit that will examine the
performance of all ranks on the day of the massacre, in the period before it, and in the period
thereafter.

Additionally, our office audited other areas. The audit reports highlight important findings that
are at the core of the activities of local authorities, spanning a variety of areas, including
transparency and privacy protection, the urban space, social matters, and information
systems. The following is a review of some of the reports included in this audit:

1 This number does not include the members of the security forces who fought and fell in the campaign, such as
members of the emergency squads and members of the Israel Security Agency.
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